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Note to Reader:

I have been writing about rethinking civil registration systems since 2006
 “The Challenges with Identity Verification”
Over the last year and a bit, I have written 32 papers, including two proposals, on the impacts
from the technological tsunami. Here’s a listing of them, by subject area, with links to each one:
•

•

•
•
•
•
•

Thought Papers
o Artificial Intelligence & Legal Identification – A Thought Paper
 Artificial Intelligence & Legal Identification
o Human Migration, Physical and Digital Legal Identity – A Thought Paper
 Human Migration, Physical and Digital Legal Identity
o Digital Twins/Virtual Selves, Identity, Security and Death – A Thought Paper
 Digital Twins/Virtual Selves, Identity, Security and Death
Proposals and Discussion Paper:
o Bot Legal Identity Proposal
 Proposals for Identification of Bots (Physical and Virtual Robots)
o Human Legal Identity Proposal
 Proposals Paper – Incremental Approach to Implementing New Age
Legal Identity
o Background Information on Legal Identity, Data,
Consent and Federation
 Background Information on Legal Identity, Data,
Consent and Federation
Example story of an identity’s lifecycle
o The Identity Lifecycle of Jane Doe
Technological Tsunami Wave of Change
o Harnessing the Technological Tsunami Wave of Change
Legal Privacy Framework for the Tsunami Age
o Legal Privacy Framework for the Tsunami Age
One-page summary
o One Pager - The Age of AI, AR, VR, Robotics and Human Cloning
Technological Tsunami and IAM
o Technological Tsunami & Future of IAM
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•

•

•

•
•
•
•
•
•

•
•

New age identity, data, and consent
o Privacy Gone – AI, AR, VR, Robotics and Personal Data
o I Know Who You Are & What You’re Feeling - Achieving Privacy in a NonPrivate World
o Consent Principles in the New Age – Including Sex
o Policy Principles for AI, AR, VR, Robotics and Cloning – A Thought Paper
o Legal Person: Humans, Clones, Virtual and Physical AI Robotics – New Identity
Principles
Kids and Parents Privacy
o Young Children Data Privacy Challenges in the Tsunami Age
o Kids Privacy in Non-Private World - Why Even Super Hero’s Won’t Work
o Children & Parent Privacy in the Tsunami Age
Robotics, Clones, and Identity
o Legally Identifying Robots?
o Rapidly Scaling Robot Identification?
o Virtual Sex, Identity, Data & Consent
o I’m Not a Robot
New age civil registration legal identity framework
o “Why the New Age Requires Rethinking Civil Registration Systems”
o “What New Age Civil Registration Won’t Do."
New Age Assurance
o “New Age Assurance – Rethinking Identity, Data, Consent & Credential”
Deploying AI, AR, VR, robotics, identity, data and consent in challenging locations
o “Where Shit Happens”
Protecting the civil registration/vital stats infrastructure
o “When Our Legal Identity System Goes, "Poof!”
New age architecture principles summary
o “New Age Architecture Principles Summary”
Leveraging Blockchain and Sovrin
o “A Modern Identity Solution: New Age Vital Stats/Civil Registries, SelfSovereign Identity, Blockchain, Kantara User-Managed Access & EMP Resistant
Data Centres”
Creating Estonia Version 2.0
o “Creating Estonia Version 2.0 – Adjusting for Changes From 1999 to 2018”
New age civil registration/vital stats design, implementation & Maintenance Vision
o “Guy’s New Age Civil Registration/Vital Stats Design, Implementation &
Maintenance Vision”

All papers are available off my website at https://www.hvl.net/papers.htm.
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Notes About This Paper:
What It’s Meant to Do:
It’s meant to shine a light on what’s coming our way with respect to privacy regarding children
and parents. Our old-world view of on-line and off-line is now becoming out of date.
In the not so distant future, our activities in our home, out in public, schools, etc. will also fall
prey to possibly becoming information stored in corporate and government databases. Potentially
each second, it will contain our behavioral/biometric information. This applies to mothers before
conception, neo-natal and children after they’re born.
As the paper outlines, our old ideas of consent also no longer work. The Guardian story link,
used in the paper, shows two women who didn’t realize where their period data was going to. As
we deploy technology to monitor the fetus, our children after being born, and then tracking
where they go and what they’re doing, it begs the question, “Who can see and use the data?”
The idea of someone providing consent before one can use the information, doesn’t work in this
new age. Why? Out on the street, a person, corporation or government, via
behavioral/biometrics, can identify you and/or your child and, use this to predict your behavior,
without you even knowing it.
As the paper says, it’s unprecedented. Thus, the aim of this paper is to begin illuminating the
challenge in creating a new privacy framework.
After reading a draft, a friend said a whole book can and should be written on this. This paper
isn’t that. It’s only a quick survey of the early stages of a revolution coming our way.
Who It’s Aimed At
It’s aimed at the following:
• Privacy folks
• Parents and potential parents interested in how their data about themselves and their
children can be used
• Government leaders wanting to understand the implications to their citizens on privacy
• Enterprises dealing with children and their parents, wanting to understand the privacy
implications of the new tsunami wave world
Desired Action:
• Understanding of the need to change our ways of thinking about privacy for kids and
parents
• Discussion about the new age privacy requirements framework to protect children and
their parents
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Executive Summary:

The paper examines how the incoming technological tsunami wave is affecting children and
parents’ privacy. It begins by discussing the tsunami wave and an unprecedented change. It
discusses how we’ve already lost much of our privacy, via large consumer databases, on billions
of people, with up to 30,000-52,000 attributes per person!
Next, it examines different stages of life from ovulation, pregnancy, birth, toddlers, pre-school,
school, healthcare and adolescence. It provides practical examples of how the tsunami wave
affects each stage.
The paper discusses child/parent challenges:
• Informed consent
o The paper quotes a study, Business Insider article and Deloitte showing how
existing informed consent doesn’t work
• Creating new laws where you live won’t work
o Electrons cross borders instantly
 The array of technologies used, their manufacturers, service providers and
entities the data is shared with, happens instantly, cross-border
o People don’t own and control their own data
 A person’s ownership and control of their own data is often given to many
other parties in the legal agreements they click approve on
o Cross-jurisdiction prosecution success rates are extremely low
 The current success rate for prosecuting cybercrime is a dismal 5%!
• Increasing pace of change
o Quotes work done by Pat Scannell, showing a hockey stick shaped curve for
technology change
The paper discusses what’s required to protect children and parents’ privacy. New common laws
are required for identity, data, consent and enforcement, globally.
It calls for a global call for action, discussing the challenge in creating new global laws with
enforcement. It states “today is different than tomorrow” with three reasons why the global
movement for doing this is fast approaching:
•
•
•

Hockey stick shaped pace of change curve
Global warming
Job automation

The paper ends with the following statement:
“What could be more important than protecting our children and the environment? It’s
time to recognize we live in an unprecedented age, where children and parents’ privacy is
gone. We can’t outrun the incoming tsunami wave. It’s time for global action.”
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Children & Parent Privacy in the Tsunami Age
Introduction

I’ve been recently contemplating requirements for a new, global children and parents’ privacy
framework. Many people thinking about this might think it should begin when the child is born.
Others might focus on consent required in order to release the data.
My view is radically different. The incoming technological tsunami wave renders our old way of
approaching identity, data, consent and privacy ineffective.
This led me to writing this paper. You might be surprised by when I think the framework should
begin, what’s required and how existing nation state laws won’t work well in the coming tsunami
wave of change.

Unprecedented Change

This past year, I’ve written 24 papers documenting the effects of the incoming technological
tsunami just beginning to strike our planetary shores. Composed of artificial intelligence (AI),
augmented reality (AR), virtual reality (VR), robotics (both virtual and physical), genetic
engineering, nanotechnology, and wireless, it’s creating what I call a “non-private world.”
Shoshana Zuboff, in her book, “The Age of Surveillance Capitalism: The Fight for a Human
Future at the New Frontier of Power,” states we are in an unprecedented change. She uses her
house being struck by lightning as an example. As it caught fire, she ran around the house
closing doors to limit smoke damage. She was running out the door with photos as she then
watched the house burn down. Her existing frame of reference wasn’t prepared for the
unprecedented.
In the paper, “Technology Tsunami & Future of IAM,” I use an image of a person holding an
umbrella, standing in a growing puddle of water, watching a massive tsunami wave approaching
them. It’s another way of showing us using our old frame of reference, i.e., the umbrella, as we
face something unprecedented.
The unprecedented change applies to our old concepts of privacy.
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Loss of Privacy

The tsunami wave shakes up our ideas of privacy. For example, a baby being pushed down a
street in a stroller by its mother can be identified along with their emotions, by external miniature
cameras worn by people walking towards them. Without their consent, the mother and child’s
privacy are gone.
In a recent LinkedIn post, “Thoughts on Facial Recognition,” I discuss how much of our existing
privacy is already gone. The article references a Cracked Labs story from 2017 “Corporate
Surveillance in Everyday Life” stating, “It depicts Acxiom and Oracle’s databases from 700
million to 2 billion people ranging from 3,000 to 30,000 attributes!” The Corporate Surveillance
story also discusses how Facebook has over 50,000 attributes for its members.

Implications

The incoming tsunami wave brings new technologies able to profile people
behavioral/biometrically AND, to then predict their behavior. It’s something unprecedented in
our existing frameworks. Thus, I’ve written this paper, illustrating how pervasive the revolution
is with respect to children and their parents.
The paper begins with a woman ovulating. It then moves on to pregnancy, newborns,
toddlers/pre-school, school, healthcare, and adolescence. Each stage illustrates technologies
directly affecting the child and parents’ privacy.

Privacy Questions

Rather than ask the same questions over and over in each section, I’ll state and reference them
here:
• What kind of informed consent is required to allow others to consume the
biometric/behavioral data?
• Who owns the data?
• How is the data shared?
• What kind of permissions does the user have to control who the information is shared with?
• Who controls the person’s identity?
• What are the effects of predictive behavior on a person’s privacy?
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Ovulation
There is a growing industry related to women’s health. It’s part of a relatively new “femtech
industry”. Watch this Guardian video to see why. While there is criticism of the industry, it’s big
business.
Some apps use “wearables,” able to help a woman determine when she’s ovulating. Examples
include, but aren’t limited to, Priyaring, DuoFertility. Ava and Yono. They are examples of the
first fertility wave in the Internet of Things (IoT) technology connecting to apps on a
smartphone.
If the data from these devices hypothetically makes its way into large consumer databases, the
behavioral/biometric data will then be added to the rest of the woman’s data, and used to
enhance marketing to her, physical diagnosis, etc. Does she want this? Did she approve of this
in her informed consent? Note: Some women in the Guardian interview weren’t aware of where
the data goes.
Technology futurist, Pat Scannell, has been talking to me about how, in the not so distant future,
smell will be used by sensors. He stated in some emails:
“Finally, my research into thought had me spend a lot of time on how we became visual
creatures, at the expense of smell. There is compelling market reasons to assume “augmented
smell” will become a real thing. And particulate analysis of a person’s personal “cloud” is a rich
dataset that informs their health, personal diet, mating activities or proclivity, and personal
habits.
The intended and unintended consequences of social interactions when this level of personal
detail is made available to a social structure (and/or governing structure) is unprecedented and
mind-boggling, particularly as you think about how this tech will become distributed (national
defense first, other government entities like public safety next, followed by wealthy early tech
adopters, and so on).”
I agree with Pat. Let’s apply this to a woman before she becomes pregnant…
In the future, let’s hypothetically assume smell sensors are built into “wearables”. A person
walks into a room and, based on the smell sensor, can detect, amongst many things, which
women are ovulating.
•
•

Does the woman want others to know she is ovulating?
How will she prevent others from being able to use these devices to monitor her?
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Finally, Iris scans can also be used to determine if a woman is pregnant. Quoting the paper:
“To illustrate, a bank using an IRT enabled with an iris scanner can process the physiological
characteristics of a lady who performs an IRT transaction, and the system denotes changes that
are indicative that a female customer is actually pregnant. Indeed, as previous research has
suggested, it might be possible to use an iris scan to determine not only that a woman is pregnant
but also the gender of the unborn child [43], [44]. Haag and Cummings [44] provided an
interesting example of how IRTs can be used for smarter customer profiling in the future.
Consider the possibility that an IRT system derives a customer who is expecting a baby girl and
then proceeds to provide a pink-colored printed receipt with an attached coupon for 10% off any
purchase on girls' clothes at specific stores. The bank might even go further to offer financing for
a minivan, offer a special second mortgage so a room for the baby can be added, or establish a
tuition account for the child. The point here is that IRTs of the future will capture and process the
physiological characteristics of the person performing the transaction and reveal information that
the individual does not know yet know about or does not want to know about. Many parents
choose not to test the gender for their unborn child, and iris scanning has the potential to
dramatically disrupt that natural process.”
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Pregnancy
Technology is now appearing allowing a pregnant woman to monitor her baby’s ECG and
mobility. Babyscripts is a smartphone app which works with a mother and her medical provider.
It allows for integration of devices such as blood pressure monitoring. Bloomlife monitors a
woman’s contractions.
There are a number of smartphone apps designed to assist the mother to be in managing her
pregnancy including, but not limited to, What to Expect, Baby Center, Glow Nurture and Ovia,
Some of them are social media sites. Others, like Ovia, state “your personal health data is never
shared with advertisers, social media sites, or your boss.”
Given these types of technology, come with me on a journey only a few years into the future…
As sensing wearable technology explodes, more and more fetal baby information will be
produced. If this information is shared with others, e.g. social media sites, advertisers and
consumer database companies, then a person’s biometric/behavioral and information
collection begins in the womb. Therefore, any privacy framework for children must start
with the fetus and its mother.
Then consider a pregnant mom walking down a street…
In the not so distant future, as thousands of miniature cameras appear on the street’s buildings
and on people walking towards the woman, they’ll obtain her behavioral/biometric information.
Not only will she likely be identified BUT, they’ll also be able to determine she’s pregnant and
her emotions.
As the woman walks by a store, the store will display ads to her likely offering her specials
due to her pregnancy. These external monitors/programs can hypothetically feed many
different databases about the woman, her pregnancy and then monitor her time to
delivery.
Does the woman have an ability to control this? Can she live privately in a non-private world?
Does she have any control over how her fetus information is used?
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Newborns

In the future, as a new mother walks out of a hospital or birthing area with their baby, people
walking towards them, with miniature cameras in their clothes and eyeglasses/lenses, will be
able to record them, determine their emotions and possibly identify them. It also includes poor
women who can’t afford the technology. They, and their offspring, will be observed by merely
walking down a street.
The newborn marketplace has many emerging Internet of things devices. Typically, they’re
connected to smartphones, monitoring the baby, including the baby’s body position, breathing,
skin temperature, and wake/sleep time. Examples include, but aren’t limited to, Monbaby, Mimo,
TempTraq, Snuza, Neebo and Pacif-i.
Baby monitors now exist covering both audio and video. These include, but aren’t limited to,
Motorola, Infant Optics, Philips Avent, LeFun, iBaby Care and NestCam. Over time, my
personal view is these will be merged with biometric/behavioral sensors. It will offer the parent
more detailed health information about their child.
In poor areas of the planet, there is development of low cost technology which can save babies
lives. Research is being done on low cost monitoring for infant breathing.
Regardless of whether the technology referenced above is good or bad, it is happening. If the
devices link to systems passing the information on to external databases, then the database
profile of a person grows from the neonatal to newborn. It can be very beneficial for marketers
and insurers, as well as a significant privacy invasion for the person.
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Toddlers to Preschool
The marketplace is becoming flooded with wearables for young kids. The price points are
dropping, while the features increase. Today, a parent can easily use the technology to track their
child, with some, like Weenect, offering augmented reality radar.
The datasets from these devices are increasingly becoming “rich”. In the not so distant future,
one can easily see more biosensors built into them. The children’s behaviors will likely be
tracked. Perhaps more importantly, their future behavior will likely be predicted.
The tsunami revolution affects a child in a stroller or, at a playground. As miniature cameras
come into being, coupled with AR glasses/contact lenses, they’ll be used to determine a child’s
emotions, as well as possibly identifying them. The paper “Kids’ Privacy in a Non-Private
World – Why Even Super Hero’s Won’t Work” discusses this.
Then there’s robotics. Some preschool children in China look into a robot as they enter school.
“The robot uses cameras and an infrared thermometer to look for signs of possible disease,
ranging from red eyes or a sore throat to blisters and fevers. It can reportedly carry out these
smart health checks in just 3 seconds: far more rapidly than a human physician would be able to
greet a patient, let alone check them over for everything from conjunctivitis to hand, foot, and
mouth disease.”
As price points drop, it will likely spread around the planet from the school into the home. This
dataset is hugely rich in biometric data.
Later this year, a robot for kids will be released. “Little Sophia can walk, talk, sing, play games
and, like her big sister, even tell jokes! She is a programmable, educational companion for kids,
that will inspire children to learn about coding, AI, science, technology, engineering and math
through a safe, interactive, human-robot experience.”
The robot can do facial tracking and recognition. It will likely be the first in a wave of robots for
the home. As the behavioral/biometric sensor technology improves, together with AI and
miniature cameras, they’ll likely be able to interact with family members, recording their
emotions and behavior, while interacting with them.
In the home already exists other recording technology, e.g., Alexa, Apple Home, Google Home,
etc. As behavioral/biometric/AI technology improves, these devices will likely also be able to
interact with family members, understanding their emotions, and creating more fine-tuned
interactions. Note that these devices send the information into the cloud for the vendors to then
analyze and service the users.
Now consider the arrival of augmented reality (AR) glasses/contact lenses in the home in the not
so distant future. These devices will enable both parents and kids to determine each other’s
emotions AND increasingly to predict behaviors. It will lead to changes in how people interact
with each other within the home.
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AR is also being researched to determine if it can assist kids with autism. Over time, I think AR,
AI and both virtual and physical robots will combine, driving into the home, customized learning
tools for each child.
Add to this virtual reality (VR). As the price points drop, VR/AR vendors will likely market
their technologies into the home as an “educational tool”. Thus, kids will become entertained
and educated at the same time.
Both AR and VR technologies have rich personal behavioral/biometric data. It ranges from eye
blinks/second, where a person looks, emotion detection, etc.
Then there’s wearable clothing…
Readers should take a look at Mannlab. “Professor Steve Mann is widely regarded as the Father
of Wearable Computing, having created the world's first wearable augmented reality computer
more than 40 years ago. [1] Mann is the inventor of the smartwatch [2], digital eye glass [3], and
high dynamic range imaging (HDR) [4], which is used in nearly every digital camera and
smartphone today, including the iPhone.
MannLab researches, develops and commercializes the inventions of Professor Mann and his
closest collaborators. With locations in Toronto, Canada, Shenzhen, China, and Silicon Valley,
California, MannLab is a global ecosystem, where entrepreneurs, professors, students, product
designers, engineers, and creative visionaries of all kinds have come together to shape how
humans and technology will interface for the next 40 years, and beyond.”
Add all of the above up, and a privacy revolution is underway in the home and outdoors.
Hypothetically, if the data from these devices leaves home and enters external datastores, shared
with consumer, marketing databases, privacy for the child is gone.
Enterprises will know, each moment, where the child is, what they were feeling, their sleep
patterns, etc. This will become a treasure trove of data for marketers, insurance, retailers,
education and health suppliers, to name just a few.
If the data already exists from neonatal through to infancy, then the aggregate information on a
young person will become very, very detailed.
On a side note, the paper “Technological Tsunami & Future of IAM,” has a section on the home.
It describes:
• How a person will likely have their own identity and authentication management (IAM)
system
• How people coming into the home will interact with the systems
• Suggests people might want to turn off the systems due to the emotion detection capabilities
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School

The technological tsunami is slowly creeping into schools. In China, some schools are now
using smart clothes to track children. Others are using bracelets able to not only track students
but determine some of their behavior.
While commentators are talking about the role of the state in monitoring people, it will likely
make its way from the home into the classroom. Kids will come to school wearing watches
described in the previous section. Others will come wearing AR glasses/lenses. As they enter
the school, they’ll be able to judge other’s emotions and, in the future, predict their behavior.
Teachers will also likely slowly adopt this technology.
The tsunami wave will alter how students learn. AR is now making its way into education. This
will likely be followed by both virtual and physical robots and also VR.
It will result in many different privacy challenges, including:
• Receiving parents’ permission:
o To have the student’s emotions and behavior monitored
o Student’s identity shared in virtual classrooms
o Have learning specialists/AI learning assistants around the planet virtually work
with the student
o Have AI robots teach students
• Determining how long data will be stored:
o Including things like teacher/class AR/VR/AI learning sessions, where student’s
behavior is monitored
o How other students/teachers’ data from their own AR/VR/smart clothes devices is
stored and used
• How to mitigate the risk of students cheating on exams by using AR glasses able to read,
interpret and answer questions which are then presented to the student to enter in an exam
The challenge with all of these devices is the school system won’t likely own, and control, many
or most of them. If the data from these devices makes it way to external databases and into
commercial ones for marketing, et al., then a student’s privacy is gone.
The data available will be extremely personal for each moment. Hypothetically, it can be used
historically to profile a person even more than today’s databases illustrated in the Cracked Labs
article.
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Child Health Care

The tsunami wave is affecting how we physically care for our children. An example is Kiddo.
This wristband continuously monitors:
1. Heart Rate
2. Skin Temperature
3. Perspiration
4. Accelerometer
It alerts parents, in real time, if the child’s biometric patterns change. It also will “Grant a
guardian, nanny, or teacher special access to the Kiddo so that they can act if you can’t.”
The adoption by medical treatment using augmented reality (AR) and virtual reality (VR) is in its
infancy. However, as the medical systems around the world digitize, it brings into question
how the child’s digital identity and control over their personal information can be delegated.
Consent is a cornerstone of any new privacy framework. The paper “Kids’ Privacy in a NonPrivate World – Why Even Super Hero’s Won’t Work” discusses healthcare with proposed
solutions.
As behavioral/biometric sensing devices emerge, major privacy questions for the child include:
• Who owns the data?
• Who controls the data?
• Is it shared with other enterprises?
• Can it make its way into commercial databases on people?
On a side note, the paper “Technological Tsunami & Future of IAM,” has a section on
healthcare. It describes:
• How a person’s IAM (identity and access management) system could work
• How a healthcare provider’s IAM system could work
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Adolescence

In the not so distant future, preteens and teens will likely create their own AI virtual self or,
many copies of it. They may or may not look like the child. They will certainly be able to act
much older than the child.
As the physical and virtual robotic revolution explodes, it brings with it privacy challenges
including:
• Who owns the robots?
• How is the owner’s identity verified?
• How is the robot’s identity verified?
• How do enterprises offering virtual services prove the owner behind the physical or
virtual robot is of legal age?
• What parental consent is required?
• Is informed consent obtained by the enterprise interacting with the virtual or physical
robots?
These questions tumble over into education, as kids begin to use virtual and physical robots
acting on their behalf in education. Technology and robotics will render the old ways of doing
things less reliable.
Then there’s adolescence sex…
The paper “Virtual Sex, Identity, Data & Consent” describes the coming sexual revolution
leveraging technology including VR, sensors, AI and networks. If kids have access to this
technology, they’ll be one of the first to use it.
Therefore, the paper uses Jane Doe, a legal minor, who wants to have sex. She tries to
masquerade as her friend, Sally Smith, who’s of legal age.
There are many privacy challenges with this evolving technology including, but not limited to:
• Determining the age of the participants, who may live in various jurisdictions around the
planet and ensuring they are of age of consent relative to the laws in which each of them
lives
• Obtaining informed consent prior to entering the environment
• Ensuring the equipment used can’t be started by someone who’s of age and then given to
someone who isn’t
• Protecting the participants while in the environment
• Ensuring if a legal problem arises, it can be prosecuted regardless of the jurisdictions the
participants and virtual sex environment are in
• Determining what “replay ability” will be used post event
• Determining how long the environment replay and logs are kept
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Then there’s other adult type activities…
Adolescents want to do things adults do. This includes trying to get into bars, buying
cigarettes/alcohol and shopping on their own.
As the world rapidly digitizes, there are a number of privacy challenges emerging regarding
adolescents:
• What type of legal digital identity will kids be given proving they are not of legal age?
• What type of parent/legal guardian consent is required digitally for kids to begin to have
their identities and behavioral/biometrics shared with retailers, etc.?
• How does the adolescent transition from child to adult in this new digital, AR, VR, AI,
robotics world?
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Child/Parent Privacy Challenges
Informed Consent
Most people don’t read the technical terms and conditions associated with apps and services.
Referring to the paper “The Biggest Lie on the Internet: Ignoring the Privacy Policies and Terms
of Service Policies of Social Networking Services”, this Business Insider story “You're not
alone, no one reads terms of service agreements” quotes the following graphic from Deloitte:
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This is how extremely personal information from devices and sensors, including
behavioral/biometric data, makes its way to large commercial datastores on billions of people
quoted in the Cracked Labs story from 2017 “Corporate Surveillance in Everyday Life”.
In her book “The Age of Surveillance Capitalism: The Fight for a Human Future at the New
Frontier of Power”, Shoshana Zuboff discusses the different between “privacy” and “decision
rights”.
“Decision rights confer the power to choose whether to keep something secret or to share
it. One can choose the degree of privacy or transparency for each situation. US Supreme
Court Justice William O. Douglas articulated this view of privacy in 1967: “Privacy
involves the choice of the individual to disclose or to reveal what he believes, what he
thinks, what he possesses....”
“Surveillance capitalism lays claim to these decision rights. The typical complaint is that
privacy is eroded, but that is misleading. In the larger societal pattern, privacy is not
eroded but redistributed, as decision rights over privacy are claimed for surveillance
capital. Instead of people having the rights to decide how and what they will disclose,
these rights are concentrated.”
The decision to not read the fine print, frequently results in people assigning their decision rights
to other enterprises. As Zuboff notes, they are redistributing their privacy, allowing others to
see, use and predict their behavior, based on their own data.
In summary, in my head, I see billions of men, women and soon children, willfully giving their
sensitive behavioral/biometric data, each second, into this whopper sized data funnel. It then
feeds down to a small set of consumer type databases. As the women in the Guardian video
stated, they had no idea where the information goes.
Thus, hypothetically, behavioral/biometric data from women ovulating, her pregnancy, fetal
biometrics, infant, toddler, school, health, adolescent sex lives, et al, is being added to the
already massive data stores on a person. This type of action results in creating what I call a “nonprivate world.”
The scary thing? We’re only at the beginning of this technological tsunami wave.
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Creating New Laws Where You Live Won’t Work
The reaction of people very concerned about privacy is to lobby for new laws and regulations
where they live. Historically, this has resulted in numerous privacy laws, recently culminating in
ones like EU General Data Protection Regulation (GDPR). However, in the technological
tsunami age, this is unlikely to work. Why?
•
•
•

Electrons cross borders instantly
o The array of technologies used, their manufacturers, service providers and entities
the data is shared with, happens instantly, cross-border
People don’t own and control their own data
o A person’s ownership and control of their own data is often given to many other
parties in the legal agreements they click approve on
Cross-jurisdiction prosecution success rates are extremely low
o The current success rate for prosecuting cybercrime is a dismal 5%!

As the planet madly digitizes, our old ways of doing things, especially legal, now no longer work
well. Thus, simply creating a new law protecting the child and parent where they live, won’t be
that successful.
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Increasing Pace of Change
As this year’s Davos meeting, Justin Trudeau said “Think about it: The pace of change has never
been this fast, yet it will never be this slow again.” It’s the effect of the tsunami wave.
Pat Scannell, a noted technology futurist, depicts this by showing a hockey stick shaped curve
for technology.

His premise:
• Instead of proceeding at the exponential pace of Moore’s Law, technology is exploding
logarithmically at the rate of Moore’s Law * Metcalfe’s Law (network effects) * Nathan's
Laws (software evolutions) * Bell's Law (computer architectures) * 'Fuller's Law' (the
knowledge doubling curve)
• All of these manifests in different industries and domains, which is in itself another
feedback loop, adding additional acceleration
• It is accelerating much faster than anyone realize
To which I concur. This results in the quote from Shoshanna Zuboff at the beginning of this
paper, i.e. an unprecedented change.
The merger of AI, AR, VR, robotics, genetic engineering, nanotechnology and wireless, will
increasingly disrupt the pace of change politically, business, social and cognitively. Thus, to
view this incoming tsunami wave of technological and behavioral change, requires creating:
• New global, privacy framework
• One that is flexible and adjustable as the incoming wave hits
Without this, it will be akin to us trying to run our way out of the incoming tsunami wave, i.e.
not likely to succeed.
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What’s Required to Protect Children and Parents Privacy?
Given the above, as the 23 other papers I’ve written state, it requires the following:
Same laws in all jurisdictions:
Identity:
• Biometrically tied identity to the civil registration at birth
• Full legal digital identity issued at birth
• Anonymous digital legal identity at birth indicating it’s a human and under age of consent
• At age of consent, being given control of their digital legal identity
• Also, being given ability to digitally sign documents legally
• At death, using biometrics, if available to confirm the identity
• Ability for parents, legal guardians or people with power of attorney to delegate identity
of their children, custody person, etc. with their consent
• Robots to have legal identities
Data:
•
•
•

Citizens own and control data about them
Create globally agreed upon zones of trust
All data shared must be with the citizens consent

Consent:
• Different assurance levels for different levels of trust re consent
• Laws protecting consent and central consent managed services
• Informed consent depending on risk
•

The wording of the consent should be made clear, upfront, as to:
• Who the data will be shared with
• If the data will in turn be then shared further
• If the person has the ability to stop the data from being used after time passes

Enforcement:
• Citizens assured their identity, data and consent can be protected regardless of the
jurisdiction they’re in and others who are in other jurisdictions
These provide the beginnings of a new legal privacy consent framework. Readers may want to
read “Technological Tsunami & Future of IAM.” I wrote the paper assuming the new laws et al
won’t be happening anytime soon.
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Summary – A Global Call to Action
This paper has shown the following:
• Already significant loss of personal privacy for billions of people by them clicking on
agreement clauses, without reading the fine print, allowing their personal data to be sent
to external consumer databases
• Rise of new behavioral, biometric and video/audio sensors meaning:
o Woman’s loss of privacy can begin at ovulation
o Highly personal and sensitive data about a child begins during neonatal, and
proceeds through birth, toddlers, pre-school, school, healthcare and adolescence
• Should this data make its way to commercial datastores, then not only is there a loss of
privacy BUT, it also results in highly predictive behavior about a person being done by
external vendors such as insurers, banks, retailers, etc.
• The planet requires a new privacy framework protecting children and their parents
starting with ovulation
• It must be global in scope with new laws, common and enforceable across all
jurisdictions
When I discuss the need for new global laws, many roll their eyes thinking “Guy, what are you
smoking? Don’t you realize how the real world works? There’s no way it can happen today!”
They are right. However, today is different than tomorrow.
There are three reasons I’m confident the global moment for doing this is fast approaching:
• Hockey stick shaped pace of change curve
o Globally speaking, it means tomorrow is definitely not going to be like today
o The technology change will exacerbate business, social, cognitive and political
change, showing us our old nation state ways no longer work
• Global warming
o These recent articles about melting ice in Greenland and artic permafrost show
our planet’s climate is rapidly changing
o It requires a coordinated global response with laws enforcing it, in effect driving
the planet together
• Job automation
o The rise of AI and robotics means, over the next years, increasing amounts of
people will lose their jobs with none to replace it
o As the numbers increase, it too will create a global need to change the way we
live, work and play
What could be more important than protecting our children and the environment? It’s
time to recognize we live in an unprecedented age, where children and parents’ privacy is
gone. We can’t outrun the incoming tsunami wave. It’s time for global action.
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